Privacy Notice
INSURANCE

Introduction

This privacy notice aims to give you information about how Haven Insurance Company
Limited (“Haven”), collects and processes your personal data as a customer, and/or through
your use of this website, in accordance with the Gibraltar Data Protection Regulation (the
“Gibraltar GDPR") and the Data Protection Act 2004 (the “DPA").

Your personal data is handled with the utmost care and security. We only collect and use
your information for legitimate purposes, ensuring it is protected against unauthorized
access. We have included your rights at the foot of this notice. Rest assured, your privacy is
our priority, and we are dedicated to safeguarding your personal information.

Important Information

Controller/Processor

Haven acts as the Data Controller of your data. We are responsible for your personal data

nou

(collectively referred to as “we”, “us” or “our” in this privacy notice).

We have appointed a Data Protection Officer (DPO) who is responsible for overseeing
guestions in relation to this privacy notice. If you have any questions about this privacy
notice, please contact our Data Protection team using the details set out below.

Contact details
Haven Insurance Company Limited
First Floor, Grand Ocean Plaza, Ocean Village, GX11 1AA Gibraltar

dataprotection@haven.qi

Third-party links

This website may include links to third-party websites, plug-ins and applications. Clicking
on those links or enabling those connections may allow third parties to collect or share data
about you. We do not control these third-party websites and are not responsible for their
privacy statements or practices. When you leave our website, we encourage you to read the
privacy notice of every website you visit. Please also be aware that we are not responsible
for the security or content of these external sites or services. Accessing them is at your own
risk and subject to their respective terms and policies.

The data we collect and process about you

What this means

Personal data, or personal information, means any information about an individual from
which that person can be identified. It does not include data where the identity has been
removed (anonymous data).
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We may collect, use, store and transfer different kinds of personal data about you which we
have grouped together as follows:

a. ldentity Data includes first name, maiden name, last name, username or similar
identified, marital status, title, date of birth.

b. Contact Data includes billing address, delivery address, email address and
telephone numbers.

c. Financial Data includes bank account, credit history and payment card details.

d. Transaction Data includes details about payments to and from you and other details
of products and services you have purchased from us.

e. Technical Data includes internet protocol (IP) address, your login data, browser type
and version, time zone setting and location, browser plug-in types and versions,
operating system and platform and other technology on the devices you use to
access this website.

f.  Profile Data includes your username and password, purchases or orders made by
you, your interests, preferences, feedback and survey responses.

g. Usage Data includes information about how you use our website, products and
services.

h. Marketing and Communications Data includes your preferences in receiving
marketing from us and our third parties and your coommunication preferences.

i. Policy Data includes information on quotes, vehicle(s) / property, your current policy
as well as lapsed and cancelled policies you might have had with us.

j. Claims Data includes information about non-fault and fault claims you have made
with us and other insurers. This includes data sent to us by third parties where we
act as a controller.

k. Telematics Data includes information collected on your location, mileage, speed
related data, date/time, data that indicates commercial use, overnight parking,
journey data and other driving characteristics as part of any policy that you purchase
from us that requires you to have a telematics tracking device installed.

I.  Vulnerability Data includes information on any characteristics of vulnerability that
you chose to share with us, which enables us to provide the appropriate level of
support your circumstances dictate. This may include Health Data which is defined
as Special Category data (see below).

We also limit the data retained on our systems in line with best practice. We collect, use
and share Aggregated Data such as statistical or demographic data for any purpose.
Aggregated Data may be derived from your personal data but is not considered
personal data in law as this data does not directly or indirectly identify you.

We do not intentionally collect the following Special Categories of Personal Data about
you (except where detailed below):

Details about your race or ethnicity, religious or philosophical beliefs, sexual orientation,
political opinions, trade union mMmembership and information about genetic and
biometric data.

We do collect details about your vehicle, health and criminal convictions for the
purposes of calculating the risk of providing you with insurance (and insuring the
vehicle and/or your property). We may also collect health data when discussing any
vulnerabilities you may have so that we can assist and support you. Finally, we may
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collect details about your health for the purposes of personal injury assessment when
administering and handling claims.
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Children’s personal data

We may collect and process personal data of children for the purpose of administering
and handling claims involving children under the age of 18. All correspondence in
relation to a claim will be sent to the adult who has parental responsibility for the child
or a litigation representative.

We may collect and process personal data of young drivers aged 17 years, for the
purposes of obtaining insurance gquotes and to administer insurance policies, from
insurers in relation to our products designed for young drivers.

We acknowledge children have the same rights as adults over their personal data.
If you fail to provide personal data

Where we need to collect personal data by law, or under the terms of a contract we have
with you, and you fail to provide that data when requested, we may not be able to
perform the contract we have or are trying to enter into with you (for example, to provide
you with goods or services). In this case, we may have to cancel a product or service you
have with us, but we will notify you if this is the case at the time.

How is your personal data collected?

We use different methods to collect data from and about you including through:

e Direct interactions. You may give us your ldentity, Contact and Financial Data by
filling in forms or by corresponding with us by post, phone, email or otherwise.
¢ Automated technologies or interactions. As you interact with our website, we may
automatically collect Technical Data about your equipment, browsing actions and
patterns. We collect this personal data by using cookies, server logs and other
similar technologies.
e Technical Data from use of the telematics tracking device (as further described in
this notice).
e Third parties or publicly available sources. We may receive personal data about you
from various third parties and public sources as set out below:
- Insurance Brokers/Financial Advisors
- Card associations
- Credit reference agencies
- Insurers
- Taxi operators
- Comparison websites
- Social networks
- Fraud prevention agencies
- Payroll service providers
- Land agents
- Public information sources such as Companies House
- Agents working on our behalf
- Government and law enforcement agencies
- Third parties that provide evidence in relation to claims
- Your employer (Fleet Policies only)
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We will only use your personal data when the law allows us to. Most commonly, we will
use your personal data in the following circumstances:

¢ Where we need to perform the contract, we are about to enter into or have
entered into with you.

e Where it is necessary for our legitimate interests (or those of a third party) and your
interests and fundamental rights do not override those interests.

¢ Where we need to comply with a legal or regulatory obligation.

Generally, we do not rely on consent as a legal process for processing your personal data
however if we do, you have the right to withdraw consent at any time by contacting us,
using the email address above.

We may also collect your data when our policyholder nominates you to act on their behalf,
or where you are identified as a named driver on one of our policies. If you are the
policyholder, you must have the named driver’s permission to share their data.

Purposes for which we will use your personal
data

We have set out below a description of all the ways we may use your personal data, and
which of the legal bases we rely on to do so. We have also identified what our legitimate
interests are where appropriate.

Note that we may process your personal data for more than one lawful ground depending
on the specific purpose for which we are using your data. Please contact us if you need
details about the specific legal grounds, we are relying on to process your personal data
where more than one ground has been set out in the table below.

Purpose/Activity Type of data Lawful basis for processing
including basis of legitimate
interest
To register you as a new a) ldentity a) Performance of a
customer and/or to process b) Contact contract with you
your insurance quote c) Policy b) Necessary for our
and/or policy d) Telematics legitimate interests (to
e) Vulnerability verify insurance with
taxi operators)
To process and deliver your a) ldentity a) Performance of a
order including: b) Contact contract with you
a) Manage payments, c) Financial b) Necessary for our
fees and charges d) Transaction legitimate interests (to
b) Collect and recover e) Marketing and recover debts due to
money owed to us communications us)
c) Validation, credit f)  Vulnerability
checks and fraud
prevention
To administer and handle a) ldentity a) Performance of a
claims including validation, b) Contact contract with you
collecting evidence c) Claims b) Necessary for our
d) Vulnerability legitimate interests (to
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recover debts due to
us)

c) Necessary to comply
with a legal obligation

To manage and administer a) ldentity a) Performance of a
our relationship with you b) Contact contract with you
which may include: c) Profile b) Necessary to comply
a) Notifying you about d) Marketing and with a legal obligation
changes to our communications c) Necessary for our
terms or privacy legitimate interests (to
policy keep our records
b) Managing updated and to study
complaints how customers use
c) Asking you to leave our products)
a review or take a
survey
d) Responding to
requests made
under Data
Protection
legislation
To administer and protect a) ldentity a) Necessary for our
our business and this b) Contact legitimate interests

website (including
troubleshooting, data
analysis, testing, system
maintenance,
development, support,
reporting and hosting of
data)

c) Technical

(for running our
business, provision of
administration and IT
services, network
security, to prevent
fraud, for security and
in the context of a
business
reorganisation or
group restructuring
exercise)

b) Necessary to comply
with a legal obligation

To validate your taxi a) ldentity Necessary for our legitimate
insurance with your taxi b) Policy interests in supporting you,
operator our customer, to
demonstrate valid insurance.

To deliver communications a) ldentity Necessary for our legal
required to meet our b) Contact obligation to deliver
compliance obligations c) Policy regulatory messages and to

d) Vulnerability support you
To conduct in-house a) ldentity Necessary for our legal
training for our staff b) Contact obligation to train staff to

c) Financial suitably support customers.

d) Transaction

e) Profile

f)  Marketing

g) Policy

h) Claims

i) Telematics
To deliver relevant website a) ldentity Necessary for our legitimate
content and b) Contact interests (to study how
advertisements to you and c) Technical customers use our products,
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measure or understand the d) Profile to develop them, to grow our
effectiveness of the e) Usage business and to inform our
advertising we serve to you. f)  Marketing and marketing strategy)

Communications

To use data analytics to a) Technical Necessary for our legitimate
improve our website, b) Usage interests (to define types of
products/services, customers for our products
marketing, customer and services, to keep our
relationships and website updated and
experiences relevant, to develop our

business and to inform our

marketing strategy)
To market to you and make a) ldentity Necessary for our legitimate
suggestions and explain b) Contact interests (to develop our
the options available to you c) Technical products and grow our
about goods or services d) Profile business)
that may be of interest to
you e) Usage

f)  Marketing and
Communications

To contact you via email, a) ldentity a) Necessary for our
SMS and phone regarding b) Contact legitimate interests
outstanding c) Marketing and (for running our

documentation and to
inform you of our office
opening times over holiday
periods etc. and about your
renewals and as required.

Communications

business, provision of
administration and IT
services, network
security, to prevent
fraud and in the
context of a business
reorganisation or
group restructuring
exercise)

b) Necessary to comply
with a legal obligation

Please note we reserve the right under legitimate interests to share your data for the
purposes of sale, transfer or merging of our group of companies.

e Fraud Prevention

Before and during the provision of services or goods to you, we undertake checks for
the purposes of preventing fraud and money laundering, and to verify your identity.
We and fraud prevention agencies may also enable law enforcement agencies to
access and use your personal data to detect, investigate and prevent crime. We
process your personal data on the basis that we have a legitimate interest in
preventing fraud and money laundering, and to verify identity in order to protect our
business and to comply with laws that apply to us. Such processing is also a
contractual requirement of the services that you have requested. We conduct some of
these checks using an Al system, as described in Section 4. If we, or a fraud prevention
agency, determine that you pose a fraud or money laundering risk, we may refuse to
provide the services you have requested, or we may stop providing existing services to
you. A record of any fraud or money laundering risk will be retained by the fraud
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prevention agencies, and may result in others refusing to provide services, financing or
employment to you.

e Telephone Calls

We may record telephone calls for training and monitoring purposes, to comply with
regulatory obligations, to demonstrate services levels are being achieved or identify
improvements, and to assist with the resolution of enquiries and complaints.

¢ Telematics tracking device

Where you purchase a policy from us that requires you to install a telematics tracking
device in your vehicle, we will (at the time of usage) collect information on use of your
vehicle and how it is driven, including: the speed of your vehicle, acceleration, braking,
cornering, time of usage and mileage. The above information will be used to build a
profile of how, where and when your vehicle is driven. We will use this information to
identify extreme driving events which could result in an additional fee being charged
to you or the cancellation of your policy. We will also monitor the data collected from
the telematics tracking device to calculate your total mileage.

The GPS location data obtained from the telematics tracking device assists us in
assessing the types of roads you use and may also help police recover your vehicle if it
is stolen. We may release your data to the police or to a civil authority where we have a
lawful basis for doing so, where we suspect fraud (or attempted fraud) or, if we are
required to do so by law.

Where your policy is cancelled due to extreme driving, this information will be shared
with other insurers and may lead third party insurance providers to refuse your
application for motor insurance.

Your device is installed in your vehicle by you, or by our suppliers, HPC (Hyde Park
Corner). They also maintain the device and monitor it for faults. Data from the tracking
device is collected by our suppliers, IMS, Thing Co, Howdens or Trakm8, via a mobile
data link.

IMS, Thing Co, Howden and Trakm8 may use certain data collected to improve their
product and services. This will be carried out in an aggregated format using
anonymisation techniques.

It is important that you read their Privacy Notices available on their websites to
understand how your data will be processed. If you have any questions regarding the
data collected by our partners as part of the services they provide to you and us, you
can contact them via their websites as follows:

Trakm8 — www.trakm8.com/driver-privacy-policy
IMS — www.https://ims.tech/privacy-policy/
Thing Co - https://thingco.com/privacy-policy

Howden - http://mwww.howdengroup.com/uk-en/privacy-data-protection-policy
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How we use your information to make automated decisions and

predictions

We sometimes use Al systems to make automated decisions, predictions, or to answer
your queries based on personal data we have — or can collect from others — about you
or your business. This helps us to make sure our decisions are quick, fair, efficient, and
correct, based on what we know. These automated decisions can affect the products,
services or features we may offer you now or in the future, or the price that we charge
you for them.

Here are the types of decision, prediction and task we use Al systems to assist with:

e Quotes and pricing
When you ask for a quote from us, we use Al systems to check the market to get
the best price and product for you. This may include checking age, residency or
financial position. Based on what we know, we use Al systems to generate prices
for products and services. The prices generated are based on our internal pricing
policy, which means the Al systems execute our internal decisions but do not make
decision on their own.

e Detecting fraud
We use Al systems to predict if your insurance policy is being used for fraud or
money laundering. The systems may detect that a policy is being used in ways that
fraudsters work, or that a policy is being used in a way that is unusual for you.
Where the Al system identifies potential fraud, a member of staff reviews the
prediction to determine if further investigation is needed. If we think there is a risk
of fraud, we may stop activity on your policy or cancel it.

e Determining liability
We use an Al system to predict which party is likely to be responsible for an
incident. A member of staff always makes the final decision and communicates it
to the relevant parties. You may dispute any decision made and submit evidence
to support your appeal.

Our right to make automated decisions about you

Where we make automated decisions about you that have a legal, or similarly
significant, effect, we only do so when the decision is necessary to enter into or perform
a contract with you, or when a member of staff has reviewed the decision. If you want
to know more about this, please contact us using the contact details in this notice.

How we use your information for profiling

We sometimes use information about you, such as age, residency type or financial
situation, to make predictions about products you might be interested in. We also use
this information to make decisions about what price to charge for our products and
services. This is called ‘profiling’, a type of automated processing that uses your personal
data to analyse you or make predictions about you. We use Al systems to carry out the
profiling, as described in the section above.
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Where we carry out profiling to predict how you might act when paying back any
money you borrow, or what price to charge for our products, we need to do this to
decide whether we can enter into a contract with you.

Cookies

Our website uses cookies to distinguish you from other users of our website. This helps
us to provide you with a good experience when you browse our website and allows us
to improve our website, products and services. For detailed information on the cookies
we use and the purposes for which we use them please see paragraph (b) below.

We may use them for:

a) Per-session cookies are used while you are logged on to our website to record
temporary data relating to your visit to our website, to manage the delivery of web
pages to; you and any registration and ordering processes, and to help us monitor
traffic through the website; and

b) Performance cookies that allow us to understand how visitors use our website.

If you do not want to use cookies, most internet browser programs have extensions that
will allow you to block them. Should you do this you will still be able to access most of
our website as normal but some processes that depend on cookies may not work
properly. We also provide the choice as to which cookies to accept.

Disclosures of your personal data

e Purposes of disclosure and recipients

We do not share personal data with any third parties except as provided below or as
required by law:

a) Motor Insurers Bureau (MIB)

Where you take out an insurance policy with us, information about your policy will be
added to the Motor Insurance Database (MID). The MID is managed by the MIB and
data which is stored on it may be used by certain statutory and /or authorised bodies
(including the police, DVLA, DVLNI and the Insurance Fraud Bureau).

This information may be used for various purposes permitted by law, which include
but are not limited to:

v" Electronic Licensing

v' Continuous insurance enforcement

v Law enforcement (prevention, detection, apprehension and/or prosecution of
offenders)

v' The provision of government services and/or other services aimed at reducing
the level and incidence of uninsured driving.

If you are involved in a road traffic accident (either in the UK, the European Economic
Area or certain other territories), insurers and/or the MIB may search the MID to obtain
relevant information.
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Persons (including his or her appointed representative) pursuing a claim in respect of a
road traffic accident (including citizens of other countries) may also obtain relevant
information which is held on the MID.

Information which is supplied to fraud prevention agencies and databases such as MID
can include details such as your name, address and date of birth together with details
of any injury arising from a claim. Your data may be supplied to an industry database in
order to facilitate automatic no claim discount validation checks.

We may use the information supplied to fraud prevention agencies and industry
databases such as the MID for fraud prevention purposes.

b) DVLA and Claims Management

We may share your driving licence number with the DVLA to confirm the status of your
driving licence, entitlement and any information relating to
restrictions/endorsements/convictions. We may carry out these searches before issuing
you with an insurance policy and/or at any point during the term of your policy.

In the event of a claim, where necessary we may share your personal data with Claims
Investigators, Engineers, Medical Assessors/Providers, Hire Vehicle Providers, Repairers,
Solicitors, Reinsurers, Salvage Agents, Windscreen Repairers. We may need to disclose
information with any other party involved in that claim such as third parties involved in
the incident, their insurer, solicitor or representative and medical teams, the police or
other investigators. We also may have to investigate your claims and conviction history.
We may also have to share your personal data where necessary with the Compensation
Recovery Unit, Department for Work and Pensions, and National Health Service in
relation to a claim.

c) Payment processing

Your personal data may be processed by third parties who provide other processing
services to us, and we may transfer personal data to third party payment processors in
order to process payments for orders (such as credit and debit card processing
companies). If we use a third-party order processing service, they will collect and send
your data to us securely, which will then be incorporated into our databases.

d) Insurers / Brokers

As part of the quote process, we may exchange information with various industry
databases to verify that you have provided all information required and that it is
accurate such as the Claims and Underwriting Exchange (CUE), the Hunter Database,
the Motor Insurance Anti-Fraud and Theft Register or the No Claims Discount Database.
We may also carry out checks against the data we already hold on you such as data from
existing products or account data. We may use this data to help assess and rate your
application for a quote and determine your premiumes.

We may also disclose your data to any Insurance Brokers operating on your behalf.
e) Third party service providers

In addition to the third parties we have already mentioned in this privacy notice, we may
have your personal data processed by other third parties throughout the world who act
for or on our behalf; for example, we may use cloud computing or remote database
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hosting services which may be located anywhere in the world and we may engage
contractors anywhere in the world for the purposes of providing back-office services to
us, including website hosting, order processing, order fulfilment, application and
database hosting and data processing services. We also engage contractors to provide
vehicle recovery and repair services. Where necessary, we provide these contractors
with information on support needs you have disclosed to us. We only do this if we
believe our contractor needs to know your support needs to be able to provide the
vehicle recovery or repair service you require. These companies will process and hold
information about you in order to perform their functions. These companies are not
authorised to use the information they process for us for any other purpose than those
to which we have notified you under this privacy notice. Please see ‘International
Transfers' in section 6.

f) Group companies

For operational efficiency and to ensure you are provided with the best possible service,
certain services and operational activities may be carried out on our behalf by other
companies in our Group. We ensure strict measures are in place between the
companies in our Group to ensure your personal data is processed in accordance with
this privacy notice.

g) Taxi Operators

We may share certain personal data to verify the status/terms of your motor insurance
policy (“insurance verification”) with your designated taxi operator. We do this to assist
you in verifying your insurance documents, and, to support the operator in ensuring
their drivers maintain the required insurance in accordance with regulatory
requirements. Your taxi operator will have communicated with you about your
participation in such verification service if this arrangement is in place. Your operator
will not be authorised to use the information for any other purpose.

h) Legal requirements and regulators

We may share or transfer your personal data to a government authority where required
to comply with a legal requirement, for the administration of justice, or where
reasonably required to protect you or your company'’s vital interests.

We may share your personal data with the Financial Ombudsman Service, if you make
a complaint about the service we have provided. We may also share your data with other
industry regulators who monitor and enforce our compliance with any applicable
regulations.

i) Corporate Transfer

We may transfer your personal data to any company that purchases or otherwise
acquires our business in the event of a corporate sale, merger, reorganisation,
dissolution or similar event.

j) Statistics

We may use your personal data along with other data to provide statistics on an
anonymous basis to our contractors, marketing partners (including banks and other
institutions who may promote our products to their customers), and other companies
and organisations we deal with, for a range of purposes, including assessing and



Privacy Notice
INSURANCE

reporting on the overall performance of our products and website, assessing and
reporting on overall product take-up and usage, assessment and reporting on malware
and unsafe websites and associated threats and risks in general for any group of
customers.

k) Aggregators

Where we receive your data from an aggregator (such as a Price Comparison website),
and if you become a customer, our contractual obligation requires us to share some
customer data with that aggregator, for quality assurance purposes. Please consult the
aggregators’ Privacy Notices to understand how they manage your data.

) General Suppliers

We have partners providing risk management, validation and telematics services, and
we share your data with them in order to provide you with services or a quote. We use a
company called Lexis Nexis to provide some of these services and their privacy notice
can be found here - https://risk.lexisnexis.co.uk /processing-notices/insurance-services

We also offer optional add-ons for your Insurance Policy, and we share your data in order
for them to be able to provide these services. With these suppliers they act as data
controller for your data which means they determine the means and purpose for
processing your data.

Change of purpose

We will only use your personal data for the purposes for which we collected it, unless we
reasonably consider that we need to use it for another reason and that reason is compatible
with the original purpose. If you wish to get an explanation as to how the processing for the
new purpose is compatible with the original purpose, please contact us.

If we need to use your personal data for an unrelated purpose, we will notify you and we will
explain the legal basis which allows us to do so.

Please note that we may process your personal data without your knowledge or consent, in
compliance with the above rules, where this is required or permitted by law.

International Transfers

Where we transfer personal data outside the UK or European Economic Area (EEA), we will
work with our service providers and partners to ensure appropriate safeguards are in place
to protect your personal data and your privacy rights, meeting the standards required to
make such a transfer lawful.

Information security

We have put in place appropriate security measures to prevent your personal data from
being accidentally lost, used or accessed in an unauthorised way, altered or disclosed. In
addition, we limit access to your personal data to those employees, agents, contractors
and other third parties who have a business need to know. They will only process your
personal data on our instructions, and they are subject to a duty of confidentiality.
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We have put in place procedures to deal with any suspected personal data breach and wiill
notify you and any applicable regulator of a breach where we are legally required to do so.

Data retention

We will only retain your personal data for as long as necessary to fulfil the purposes we
collected it for, including for the purposes of satisfying any legal, accounting, or reporting
requirements.

To determine the appropriate retention period for personal data, we consider the amount,
nature, and sensitivity of the personal data, the potential risk of harm from unauthorised
use or disclosure of your personal data, the purposes for which we process your personal
data and whether we can achieve those purposes through other means, and the applicable
legal requirements.

By law we are required to keep basic information about our customers (including Contact,
Identity, Financial and Transaction Data) for the term of their policy and for a period of seven
years after they cease being customers.

In some circumstances you can ask us to delete your data. In some circumstances we may
anonymise your personal data (so that it can no longer be associated with you) for research
or statistical purposes in which case we may use this information indefinitely without
further notice to you.

Glossary

Customer means any person (including individuals, firms and companies and other
organisations) who is a customer of Haven Insurance, including persons who browse or
otherwise use our website, or who purchase out products.

Legitimate Interest means the interest of our business in conducting and managing our
business to enable us to give you the best service/product and the best and most secure
experience. We make sure we consider and balance any potential impact on you (both
positive and negative) and your rights before we process your personal data for our
legitimate interests. We do not use your personal data for activities where our interests are
overridden by the impact on you (unless we have your consent or are otherwise required or
permitted to by law). You can obtain further information about how we assess our
legitimate interests against any potential impact on you in respect of specific activities by
contacting us.

Performance of Contract means processing your data where it is necessary for the
performance of a contract to which you are a party or to take steps at your request before
entering into such a contract.

Comply with a legal or regulatory obligation means processing your personal data where
it is necessary for compliance with a legal or regulatory obligation that we are subject to.
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Your legal rights

You have the right to:

a) Request access to your personal data (commonly known as a “subject access
request”). This enables you to receive a copy of the personal data we hold about you
and to check that we are lawfully processing it.

b) Request correction of the personal data that we hold about you. This enables you
to have any incomplete or inaccurate data we hold about you corrected, though we
may need to verify the accuracy of the new data you provide to us.

c) Request erasure of your personal data. This enables you to ask us to delete or
remove personal data where there is no good reason for us continuing to process it.
You also have the right to ask us to delete or remove your personal data where you
have successfully exercised your right to object to processing (see belowO< where
we may have processed your information unlawfully or where we are required to
erase your personal data to comply with local law. Note, however, that we may not
always be able to comply with your request of erasure for specific legal reasons
which will be notified to you, if applicable, at the time of your request.

d) Object to processing of your personal data where we are relying on a legitimate
interest (or those of a third party) and there is something about your particular
situation which makes you want to object to processing on this ground as you feel
it impacts on your fundamental rights and freedoms. In some cases, we may
demonstrate that we have compelling legitimate grounds to process your
information which override your rights and freedoms.

e) Request restriction of processing of your personal data. This enables you to ask
us to suspend the processing of your personal data in the following scenarios: (a) if
you want us to establish the data’'s accuracy; (b) where our use of the data is unlawful
but you do not want us to erase it; (c) where you need us to hold the data even if we
no longer require it as you need it to establish, exercise or defend legal claims; or (d)
you have objected to our use of your data but we need to verify whether we have
overriding legitimate grounds to use it.

f) Request the transfer of your personal data to you or a third party. We will provide
to you, or a third party you have chosen, your personal data in a structured,
commonly used, machine-readable format. Note that this right only applies to
automated information which you initially provided consent for us to use or where
we used the information to perform a contract with you.

g) Withdraw consent at any time where we are relying on consent to process your
personal data. However, this will not affect the lawfulness of any processing carried
out before you withdraw your consent. If you withdraw your consent, we may not be
able to provide certain products or services to you. We will advise you if this is the
case at the time you withdraw your consent.

h) Right not to be subject to automatic decision making where we are using your
data using solely automated means that has legal or similarly significant effects.
Please see section 4 of this Privacy Notice for instructions on how to exercise your
rights.

i) Right to be informed about the collection and use of your data. This Privacy Notice
provides a comprehensive guide to how we use your data, if you have any questions
not answered here, please do not hesitate to contact us using the contact details in
section 1.



Privacy Notice
INSURANCE

¢ No fee usually required

You will not have to pay a fee to access your personal data (or to exercise any of the other
rights). However, we may charge a reasonable fee if your request is clearly unfounded,
repetitive or excessive. Alternatively, we may refuse to comply with your request in these
circumstances.

¢ What we may need from you

We may need to request specific information from you to help us confirm your identity
and ensure your right to access your personal data (or to exercise any of your other
rights). This is a security measure to ensure that personal data is not disclosed to any
person who has no right to receive it. We may also contact you to ask you for further
information in relation to your request to speed up our response.

e Time limit to respond

We try to respond to all legitimate requests within one month. Occasionally it may take
us longer than a month if your request is particularly complex or you have made a
number of requests. In this case, we will notify you and keep you updated.

You have the right to make a formal complaint about how we handle your personal data
at any time to the Gibraltar Regulatory Authority (GRA), the Gibraltar supervisory
authority for data protection issues. We would, however, appreciate the chance to deal
with your concerns before you approach the GRA so please contact us in the first
instance.

It is important that the personal data we hold about you is accurate and current. Please
keep us informed if your personal data changes during your relationship with us.

We may amend this privacy at any time.

This privacy notice was last updated in December 2025.



